
Bring Your Own Dilemma - Individuals’ Own Devices Help Cut Costs But Can Compromise Security, Productivity and Consistency
                        

1

PRODUCED BY

Robert Guadalupe
SVP of Sales and Marketing
robert@multimediaplus.com

Lauren Taubes
Director of Business Development
lauren@multimediaplus.com

Website:
www.multimediaplus.com

Most cost-cutting measures involve 
a trade-off: You may gain savings in 
the short-term but lose capabilities 
and impact for the long haul. 

Let’s consider Bring Your Own 
Device for use on the retail floor: 
Allowing thousands of associates 
to conduct business on their own 
devices considerably reduces 
operational costs, and in some 
cases may be an adequate solution. 
But for most retailers, BYOD can 
compromise security, productivity, 
consistency and other assets, and so 
create difficulties in the long term. 

For example, these are just some 
BYOD dilemmas retailers are 
facing today:
• Do my key brand communications 

require a secure server, or is any 
messaging app OK? 

• How is private information 
protected from being shared? 

• Is my IT department equipped 
to track BYOD behavior - and 
handle an associated data breach? 

• Do employees really want to hand 
over their personal devices to 
customers to show our brand or 
make a payment, or is utilizing a 

tablet more professional? 
• Does each device have enough 

storage to run my BYOD app? If 
not, who pays to increase it?

• How do I create and communicate 
a BYOD policy, and how do I 
enforce it?

• How do I establish levels of 
security measures that match 
the sensitivity of data and 
employee role?

• Do we really want to 
relinquish control of company 
and brand data to thousands of 
individual devices? 

• How do we remove private 
information from an employee’s 
device once off the payroll?

• Who pays for work-related 
data usage, and how is it  
accurately measured?

• What about my customers’ 
personal information and our 
proprietary intellectual property 
- is there greater potential for full-
scale leakage to third parties?

• Can each device function well 
and cost-efficiently, given the 
bandwidth of each device vs. 
our stores’? 

• Can corporate content be accessed 
and displayed consistently on 
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every device?
• If non-exempt employees use their devices at 

home for work-related activities, does the time 
accumulated put us in danger of violating work-
and-hour issues addressed by the Fair Labor 
Standards Act (FLSA)? 

• Will BYOD increase employee distraction? (We 
need attentiveness, not distraction.)

• Who’s responsible for the device if broken, lost or 
stolen while in the store? 

• How do we restrict personal activities during 
work hours? 

• Do various fonts, screen sizes, operating systems 
(Apple vs. Android) and download speeds assure 
consistent communications? 

• Will individual cell phone software upgrades 
affect our BYOD application, and - if they increase 
security - how do we ensure each individual 
makes those upgrades?

• Are customers impressed when they encounter 
store associates with their faces in their phones as 
opposed to interfacing with a professional tablet?

Consider also today’s more advanced and effective 
ways to train and communicate with store employees 
who serve as your front line. The power and versatility 
of these new solutions, along with their ease-of-
use, beautiful graphics and video content, real-time 
metrics and reporting - and myriad other network-
secured features - help increase associates’ product 
knowledge, selling skills and operational excellence. 

Millennials in particular prefer information to be 
delivered via video, making non-streaming, instant-
on video content delivered consistently across the 
chain a key element of any retailer’s communication 
strategy. This tech-savvy, multi-tasking age group 
also can switch easily from an Apple or Android 
smartphone to the ever-present iPad or other tablet. 

The Ubiquitous Tablet 
Tablets are where mobile POS and other more 
modern digital retail solutions are designed to excel. 

The tablet keeps on keeping on, and is getting cheaper. 
According to an August 2017 article3 by marketwatch.
com, Apple sold 11.4 million iPads in a single quarter 
[up 15% over last year], which represents more than 
two million more than expected by analysts. “iPad 
revenue also grew, but not by as much,” the article 
stated, “suggesting that a lower-cost iPad released 
in March helped boost unit sales while dragging the 
average selling price for iPads from $490 a year ago 
to about $435.” 

In a 2017 earnings call4, Apple revealed that Walmart 
will be deploying more than 19,000 iPads for 
employee training across 50 states, and that over 

Lack of Employee Knowledge Around Data 
Security a Significant Business Risk 
According to HRTechnologist1, a BYOD policy 
may not be safe and secure for your data. The HR 
website reported that in a recent survey by Robert 
Half, “36% of CIOs considered a lack of employee 
knowledge and skills around data security as the 
most significant security risk for their business. In 
view of this grim security outlook, 97% of CIOs are 
looking at new ways to secure their company from 
data breaches. But how does one essentially manage 
the need for employee flexibility [BYOD] with the 
need for control?”

BYOD does present a cost savings. “However, there 
is a flipside to the BYOD work culture — these 
personal devices are not necessarily embedded 
with security mechanisms,” the article stated. “Once 
connected to the office network, they can access 
critical company data, and act as a sitting channel for 
miscreants to access valuable corporate information. 
Imagine a scenario where a work email is hacked 
through a personal mobile device, and critical 
client information is stolen and sold to competition. 
Millions of dollar’s worth data is at stake, not to 
mention the hit to the brand.” 

Is IT Looking the Other Way?
A recent survey by Tech Pro Research2 found that 
76% of the 259 IT professionals polled said their 
companies have a BYOD policy. “However, only 30% 
said their IT departments support these devices.” The 
research firm also reported that IT professionals said 
supporting BYOD increased their workloads, “so it’s 
easy to see why they might want to look the other way 
when it comes to these devices. But taking on this 
security challenge might be worth it, considering the 
threats that exist with employees using smartphones, 
laptops, tablets and wearables for work.” 

https://www.marketwatch.com/story/ipad-renaissance-in-schools-and-businesses-boosts-apple-results-2017-08-01
https://www.msn.com/en-us/money/news/apple-aapl-q3-2017-results-earnings-call-transcript/ar-AApgZ0C
https://www.hrtechnologist.com/articles/benefits-administration/bring-your-own-device-to-be-or-not-to-be/
https://www.techrepublic.com/article/infographic-byod-is-popular-but-not-widely-supported-by-it/?bhid=26153943218555856299464233851685&ftag=TREe09998f
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225,000 associates will have been trained via the 
iPad by the end of that year. 

Wise retailers like Walmart recognize that consumers 
will continue to take greater control of how, where, 
why and when purchases take place. As such, the on-
floor, customer-facing retail associate - who directly 
and dramatically impacts the customer experience - 
needs access to secure, sophisticated, powerful and 
consistent technology tools, such as the network-
secured, corporate-issued tablet and the solutions, 
such as INCITE®, it enhances. 

INCITE®: The Industry’s First Mobile 
Associate Communications Platform
Every retailer wants to communicate with and train 
associates faster, more easily and with best-possible 
results. That’s why vendors are introducing new 
and improved training apps, most all designed for 
the tablet.

Of these offerings, INCITE® is the industry’s first 
Mobile Associate Communications Platform 
(mACP) and next generation driver of front-line 
performance. Its power is unleashed by a tablet to 
allow consistently stellar in-store experiences. 
The enterprise-grade mACP solution is designed for 
mobile POS, is PCI compliant and delivers patented, 
non-streaming video. In addition, the powerful, 
offensive and network-secured INCITE® tool:
• Is a highly branded private broadcast network 

app-optimized for retail tablets; 
• Can impact KPIs by enhancing the training 

and communications that improve the 
in-store experience; 

• Delivers engaging, non-streaming and instant-on 
video, regardless of store bandwidth;

• Allows headquarters and regions to publish 
content directly to the front-line;

• Reflects and builds your brand and 
branding throughout;

• Delivers real-time, online reporting organized the 
way you do business; 

• Provides granular targeting and individualized, 
real-time metrics accessible by field management 
for coaching and mentoring.

Given these unique, next-generation features, is 
the BYOD cost savings really worth the roadblocks 
created? INCITE® addresses every one of the 
BYOD dilemmas retailers face today, while adding 
unprecedented functionality! 

Establishing Boundaries for BYOD “Gets 
Complicated”
In the age of the anywhere, anytime workplace, 
establishing boundaries for BYOD programs “gets 
complicated,” according to Security Magazine5. 
“As workforces become increasingly mobile…
the enterprise becomes increasingly at risk of 
data loss, whether by employees losing devices or 
compromising cyber security,” the article stated. 

There are a variety of enterprise mobility 
management (EMM) solutions to help enable safer 
BYOD programs, said Security, “but enterprises 
need to bring multiple stakeholders to the table 
to confront the risks associated with user-owned 
device use.”

In addition, implementing policies that manage 
BYOD risks is a global problem: “Only 20.1 percent 
of companies [in a survey] had signed a policy 
governing BYOD behavior. U.S. companies are 
doing better than many in this field, but companies 
without BYOD strategies still outnumber those with 
signed policies.”

Security further cited three common security 
objectives for mobile devices, the first two of which 
“create hurdles to a successful BYOD program:” 
• Confidentiality - ensuring that transmitted 

and stored data cannot be read by 
unauthorized parties; 

• Integrity - detecting intentional or unintentional 
changes to transmitted and stored data; and 

• Availability - ensuring that users can access 
resources using mobile devices whenever needed.

“BYOD policies should be built through multiple 
departments, such as IT, HR, security and legal, 
to ensure that the policy remains aligned on the 
enterprise’s success,” the article stated.

Or, as an alternative, retailers can consider the already 
network-secured, corporate-issued tablet to lower 
risk, increase productivity and assure consistency, all 
in the long-term.  

https://www.securitymagazine.com/articles/87016-bring-your-own-risk-with-byod
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For more information about how not to Bring Your 
Own Dilemma, please contact Multimedia Plus at 
(212) 982-3229853 or info@multimediaplus.com.
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464233851685&ftag=TREe09998f

3. https://www.marketwatch.com/story/ipad-renaissance-in-schools-and-businesses-boosts-apple-results-2017-08-01
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